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Code is Law, But Law is Increasingly Determining the Ethics of Code
-RQDWKRQ�:��3HQQH\

,Q�ODWH�-XO\�������WKH�LQIRUPDWLRQ�VHFXULW\�ZRUOG�ZDV�RQ�HGJH��5HVHDUFKHUV�IURP�&DUQHJLH�0HOORQ�
8QLYHUVLW\³ZKR�ZRUN�´FORVHO\�ZLWK�WKH��86��'HSDUWPHQW�RI�+RPHODQG�6HFXULW\µ³ZHUH�VFKHGXOHG�WR�
JLYH�D�WDON�DW�WKH�%ODFN�+DW�86$�LQIRVHF�FRQIHUHQFH�RQ�D�VLPSOH�PHWKRG�WR�´GH�DQRQ\PL]Hµ�7RU�XV-
ers.1 Many were skeptical. Tor, after all, was a respected and widely used tool for online anonymity, 
employed by activists, dissidents, journalists, and yes, criminals too, to cloak their activities from the 
SU\LQJ�H\HV�RI�VWDWH�DXWKRULWLHV�DW�KRPH�DQG�DEURDG��HYHQ�(GZDUG�6QRZGHQ�WUXVWHG�LWV�SURWHFWLRQ�� 
7KH�LGHD�WKDW�WKHUH�ZDV�DQ�XQGLVFORVHG�YXOQHUDELOLW\�WKDW�FRXOG�EH�H[SORLWHG�´RQ�D�EXGJHWµ�WR�FKHDSO\�
and easily unveil the identity of Tor users,��ZDV�GLIÀFXOW�WR�EHOLHYH��$QG�\HW��WKH�VHFXULW\�UHVHDUFKHUV�
LQ�TXHVWLRQ��IURP�WKH�&(57�XQLW�RI�WKH�&08�6RIWZDUH�(QJLQHHULQJ�,QVWLWXWH��6(,���VHHPHG�FUHGLEOH�4 
6R��SHRSOH�ZLWKKHOG�MXGJPHQW�DQG�ZDLWHG�IRU�WKH�WDON�

%XW�WKH�WDON�QHYHU�KDSSHQHG��,W�ZDV�SXOOHG�IURP�WKH�FRQIHUHQFH�SURJUDP�DW�WKH�ODVW�PLQXWH��ZLWK�
WKH�&08�UHVHDUFKHUV��DV�UHSRUWHG�LQ�7KH�:DVKLQJWRQ�3RVW��FODLPLQJ�WKH�PDWHULDOV�WKH\�SODQQHG�WR�
SUHVHQW�KDG�´QRW�\HW�EHHQ�DSSURYHG�E\�&08�6(,�IRU�SXEOLF�UHOHDVHµ�� There was plenty speculation 
DV�WR�WKH�UHDVRQ�IRU�WKH�FDQFHOODWLRQ��ZLWK�VRPH�VXJJHVWLQJ�D�SRVVLEOH�1DWLRQDO�6HFXULW\�/HWWHU�IURP�D�
federal agency,��ZKLOH�RWKHUV�DUJXHG�&08�ODZ\HUV��OLNHO\�FRQFHUQHG�E\�WKH�OHJDOLW\�RI�VRPH�DVSHFWV�RI�
the research, killed the talk to avoid potential liabilities.��The cancellation also led commentators to 
UDLVH�LPSRUWDQW�HWKLFDO�TXHVWLRQV�DERXW�WKH�&08�UHVHDUFK³KDG�XVHUV·�SULYDF\�EHHQ�YLRODWHG�RU�ODZV�
EURNHQ"�:HUH�LGHQWLWLHV�RI�7RU�XVHUV�KDUYHVWHG�ZLWKRXW�WKHLU�FRQVHQW"�:DV�&08·V�,QVWLWXWLRQDO�5HYLHZ�
%RDUG³WKH�ERG\�UHVSRQVLEOH�IRU�RYHUVHHLQJ�HWKLFDO�DSSURYDO�IRU�UHVHDUFK³SURSHUO\�FRQVXOWHG"�1RQH�
RI�WKHVH�TXHVWLRQV�KDYH�\HW�EHHQ�IXOO\�GHEDWHG�RU�DQVZHUHG��DQG�PD\�QRW�HYHU�EH��$OO�WKDW�ZH�FDQ�VD\�
IRU�VXUH��LV�WKDW�WKH�FDQFHOODWLRQ�QRWLFH�VHQW�WR�WKH�%ODFN�+DW�86$�FRQIHUHQFH�FDPH�IURP�&08·V�OHJDO�
counsel.��7KH�ODZ�KDG�IRUHFORVHG�DQ\�HWKLFV�GHEDWH��,W�ZDVQ·W�DOZD\V�OLNH�WKLV�

3HUKDSV�WKH�PRVW�FRQWHQWLRXV�HWKLFV�GHEDWH�LQ�WKH�LQIRVHF�FRPPXQLW\�WRRN�SODFH�LQ�WKH�ODWH�����V�
DQG�HDUO\�����V��DQG�RFFXUUHG�EH\RQG��DQG�VRPHWLPHV�LQ�VSLWH�RI��DQ\�UHOHYDQW�ODZ��7KDW�GHEDWH�ZDV�
SURPSWHG�E\�WKH�$QWL�6HF�0RYHPHQW�DQG�FRQFHUQHG�WKH�HWKLFV�RI�´IXOO�GLVFORVXUHµ��WKDW�LV��WKH�LQIRVHF�
industry practice—the industry norm at the time—to fully disclose security vulnerabilities in various 
RQOLQH�VHFXULW\�IRUXPV��MXVWLÀHG�DV�WKH�EHVW�PHDQV�WR�IRUFH��RU�VKDPH��YHQGRUV�LQWR�SDWFKLQJ�WKRVH�
security holes.��)XOO�GLVFORVXUH�LWVHOI�ZDV�D�SURGXFW�RI�´IUXVWUDWLRQµ�ZLWK�DQ�HDUOLHU�DQG�PXFK�FULWLFL]HG�
&RPSXWHU�(PHUJHQF\�5HVSRQVH�7HDP��&(57��EDVHG�GLVFORVXUH�SURFHVV��ZKHUHLQ�´EXJVµ�ZHUH�UHSRUW-
HG�WR�&(57�EXW�NHSW�VHFUHW�XQWLO�SDWFKHG��ZLWK�YHQGHUV�RIWHQ�GUDJJLQJ�WKHLU�IHHW�RU�VLPSO\�QRW�ERWK-
ering patching at all.10 Full disclosure, so the argument went, created public pressure to encourage 
YHQGHUV�WR�SDWFK�YXOQHUDELOLWLHV�DQG�GR�VR�TXLFNO\��

The hackers in the anti-sec movement disagree. They strongly opposed full disclosure, and targeted 
KLJK�SURÀOH�LQIRVHF�LQGXVWU\�ÀJXUHV�DOLJQHG�ZLWK�VXFK�GLVFORVXUH�SUDFWLFHV³OLNH�2SHQ%6'·V�7KHR�GH�
5DDGW�RU�$OHSK��RI�6HFXULW\)RFXV³ZLWK�KDFNV�WR�PDNH�WKHLU�SRLQW��1RZ��WR�EH�FOHDU��DQWL�VHF��SDU-
WLFXODUO\�LWV�PRUH�´YLROHQW�LQFDUQDWLRQVµ11 OLNH�3U�M�NW�0�\K�P�DQG�3KUDFN�+LJK�&RXQFLO��ZDV�SURQH�
to trolling and exaggeration, and often unnecessarily offensive, but at bottom there remained an im-
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SRUWDQW�HWKRV�WR�WKH�DQWL�VHF�PRYHPHQW��LW�WRRN�DLP�DW�WKH�FRPPHUFLDOL]DWLRQ�DQG�JUHHG�LW�EHOLHYHG�
was overtaking the infosec community,���and they were not alone as many in the broader community 
agreed with that sentiment.�� Full disclosure, anti-sec advocates believed, had nothing to do with se-
FXULW\�DQG�HYHU\WKLQJ�WR�GR�ZLWK�FHUWDLQ�LQIRVHF�SUDFWLWLRQHUV�EXLOGLQJ�WKHLU�SXEOLF�SURÀOH�YLD�SXEOLVK-
ing bugs and exploits to curry favor with corporate interests and secure lucrative security jobs.14 For 
anti-sec, full disclosure was not only betrayal of the hacker underground, but also deeply irresponsi-
ble security wise—because even with public disclosure venders were still slow to patch, leaving any 
´VFULSW�NLGGLHµ�ZLWK�DQ�,QWHUQHW�FRQQHFWLRQ�WR�ZUHDN�KDYRF�ZLWK�SXEOLVKHG�H[SORLW�FRGH����

:KDWHYHU�\RXU�YLHZV�RQ�WKHLU�PRGXV�RSHUDQGL��WKH�DQWLVHF�PRYHPHQW�GLG�SURYRNH�D�EURDGHU�GHEDWH�
RYHU�VHFXULW\�YXOQHUDELOLW\�GLVFORVXUH�SUDFWLFHV��ZLWK�IDU�UDQJLQJ�LPSOLFDWLRQV��'LVFORVXUH�SUDFWLFHV�
XOWLPDWHO\�HYROYHG�ZLWK�´UHVSRQVLEOH�GLVFORVXUHµ�QRZ�WKH�QRUP��ZKHUH�UHVHDUFKHUV�ZRUN�EHKLQG�WKH�
VFHQHV�ZLWK�YHQGRUV�WR�SURWHFW�HQG�XVHUV��EXW�XVXDOO\�ZLWK�D�À[HG�GHDGOLQH�IRU�SXEOLFDWLRQ�WR�LQFHQWLY-
L]H�EXJ�À[LQJ����Applied properly, it balances incentives for vendors to act, while avoiding the prob-
OHPV�ZLWK�ZKDW�%UXFH�6FKQHLHU�FDOOV�´EXJ�VHFUHF\µ��SHUVRQLÀHG�E\�WKH�&(57�UHSRUWLQJ�V\VWHP��DQG�
WKH�GXELRXV�HWKLFDO�SUDFWLFH��DQG�EURDGHU�LQVHFXULWLHV��UHVXOWLQJ�IURP�IXOO�YXOQHUDELOLW\�GLVFORVXUH�WKDW�
anti-sec movement criticized.���Here, abroad and contentious debate within a research community 
led to better ethics and security practices in the wider industry. 
 
%XW�SOHQW\�KDV�FKDQJHG�VLQFH�WKH�GD\V�RI�3U�M�NW�0�\K�P��PRVW�LPSRUWDQWO\��WKH�OHJDO�ODQGVFDSH��
([SDQVLYH�ODZV�OLNH�WKH�&RPSXWHU�)UDXG�DQG�$EXVH�$FW��&)$$��DQG�WKH�'LJLWDO�0LOOHQQLXP�&RS\ULJKW�
Act, coupled with aggressive enforcement by state authorities and corporate interests, have subjected 
DQ�LQFUHDVLQJ�DUUD\�RI�RQOLQH�DFWLYLWLHV�WR�FULPLQDO�DQG�FLYLO�SHQDOW\��:KDW�ZDV�RQFH�FRQVLGHUHG�´IXOO�
GLVFORVXUHµ�PD\�WRGD\�FRQVWLWXWH�D�FULPLQDO�DFW�XQGHU�WKH�&)$$�RU�'0&$��� The Tor de-anonymiza-
tion talk, which may have once led to a much needed infosec community debate about research eth-
LFV�DQG�WKH�VHFXULW\�DQG�GLJQLW\�RI�XVHUV��ZDV�FXW�RII�E\�ODZ\HUV�DQG�OHJDO�FRQFHUQV��6LPLODU�SUREOHPV�
are arising in data research beyond information security. The discussion concerning the controversial 
)DFHERRN�´FRQWDJLRQµ�VWXG\��IRU�H[DPSOH��ZDV�DUJXDEO\�DOVR�GRPLQDWHG�E\�ODZ\HUV��ZLWK�FRQFHUQV�
DERXW�WKH�VWXG\·V�OHJDOLW\�SRWHQWLDOO\�GHWHUULQJ�VLPLODU�UHVHDUFK�RU��DW�OHDVW��SXEOLFDWLRQ�WKHUHRI��LQ�WKH�
future.���$�´GHVWUXFWLYH�VLOHQFHµ�IURP�VRFLDO�FRPSXWLQJ�UHVHDUFKHUV�DQG�GDWD�VFLHQWLVWV�RQ�WKH�EURDGHU�
VRFLDO��WHFKQRORJLFDO��DQG�HWKLFDO�LPSOLFDWLRQV�RI�WKH�)DFHERRN�VWXG\�ZDV�ÀOOHG�E\�WKH�ODZ\HUV�DQG�
OHJDO�TXHVWLRQV���

 
´&RGH�LV�/DZµ��WKH�DSKRULVP�/DUU\�/HVVLJ�SRSXODUL]HG��VSRNH�WR�WKH�LPSRUWDQFH�RI�FRPSXWHU�FRGH�DV�
a central regulating force in the Internet age. That remains true, but today, overreaching laws are also 
LQFUHDVLQJO\�VXEMXJDWLQJ�LPSRUWDQW�VRFLDO�DQG�HWKLFV�TXHVWLRQV�UDLVHG�E\�FRGH�WR�WKH�GRPDLQ�RI�ODZ��
7KRVH�ODZV³OLNH�WKH�&)$$�DQG�'0&$³QHHG�WR�EH�FXUWDLOHG�RU�WKHLU�]HDORXV�HQIRUFHPHQW�UHLJQHG��
WKH\�GHWHU�QRW�RQO\�OHJLWLPDWH�UHVHDUFK�EXW�DOVR�LPSRUWDQW�UHODWHG�VRFLDO�DQG�HWKLFV�TXHVWLRQV��%XW�UH-
searchers must act too. The infosec community, and research communities like it, must not fall silent 
in the face of legal threats nor tolerate research censorship, as is the case with the Tor de-anonymiza-
WLRQ�WDON��7KH�SRLQW�LV�QRW�WKDW�UHVHDUFKHUV�PXVW�ODXQFK�VRPH�GLYLVLYH�´SURMHFWµ�RU�PRYHPHQW�ZLWKLQ�
this or that discipline; only that they need, at the very least, to re-assert control over the social, legal, 
DQG�HWKLFDO�GLUHFWLRQ�RI�WKHLU�ÀHOGV��2WKHUZLVH��ODZ�ZLOO�LQFUHDVLQJO\�GHWHUPLQH�WKH�GLUHFWLRQ�RI�GDWD�
science and the ethics of code.
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�� $QGUHD�3HWHUVRQ��´:K\�ZDV�WKH�%ODFN�+DW�7DON�RQ�7RU�GH�DQRQ\PL]DWLRQ�P\VWHULRXVO\�FDQFHOOHG"�µ�7KH�:DVKLQJWRQ�3RVW��

-XO\�����������KWWS���ZZZ�ZDVKLQJWRQSRVW�FRP�EORJV�WKH�VZLWFK�ZS������������ZK\�ZDV�WKH�EODFN�KDW�WDON�RQ�WRU�GH�
DQRQ\PL]DWLRQ�P\VWHULRXVO\�FDQFHOHG��

�� *HUU\�6PLWK��´0HHW�7RU��7KH�0LOLWDU\�0DGH�3ULYDF\�1HWZRUN�7KDW�&RXQWV�(GZDUG�6QRZGHQ�DV�D�)DQ�µ�7KH�+XIÀQJWRQ�
3RVW��$XJXVW����������KWWS���ZZZ�KXIÀQJWRQSRVW�FRP������������WRU�VQRZGHQBQB��������KWPO�

�� 3HWHUVRQ��LELG�
4 Peterson, ibid. 
�� 3HWHUVRQ��LELG��
�� 5LFKDUG�%\UQH�5HLOO\��´+RZ��DQG�:K\��IHGV�NLOOHG�D�WDON�RQ�7RU�KDFNLQJ�DW�%ODFN�+DW�µ�9HQWXUHEHDW�1HZV��$XJXVW����

������KWWS���YHQWXUHEHDW�FRP������������KRZ�ZK\�IHGV�NLOOHG�D�WDON�RQ�WRU�KDFNLQJ�DW�EODFN�KDW�H[FOXVLYH��
�� 3HWHUVRQ��LELG�
�� ,RQXW�,ODVFX��´725�7DON�DW�%ODFN�+DW�86$������&DQFHOOHG�µ�6RIWSHGLD��-XO\�����������KWWS���QHZV�VRIWSHGLD�FRP�QHZV�

725�7DON�DW�%ODFN�+DW�86$������&DQFHOOHG��������VKWPO�
�� %UXFH�6FKQHLHU��´)XOO�'LVFORVXUH�µ�&U\SWR�*UDP�1HZVOHWWHU��1RYHPEHU�����������KWWSV���ZZZ�VFKQHLHU�FRP�FU\SWR�

gram-0111.html.
��� 6FKQHLHU��LELG�
��� %ULDQ�0F:LOOLDPV��´:KLWH�+DW�+DWH�&ULPHV�2Q�7KH�5LVH�µ�:LUHG��$XJXVW�����������KWWS���DUFKLYH�ZLUHG�FRP�FXOWXUH�

OLIHVW\OH�QHZV��������������"FXUUHQW3DJH DOO�
��� .LP�=HWWHU��´&RGHU�-RXUQH\V�)URP�:DOO�6WUHHW�WR�3ULVRQ�µ�:LUHG��0D\����������KWWS���ZZZ�ZLUHG�FRP���������

ZDWW�UHSRUWV�WR�SULVRQ�DOO����´���3URMHFW�0D\KHP·V�´DQWL�VHFµ�VWDQFH�ZDVQ·W�FRPSOHWHO\�XQZHOFRPH�LQ�WKH�VHFXULW\�ZRUOG��
7KHUH�ZDV�D�VHQWLPHQW�DPRQJ�VRPH�LQ�WKH�'HI&RQ�FURZG�WKDW�WKH�VHFXULW\�FRPPXQLW\·V�IRFXV�RQ�SURÀW�ZDV�DW�RGGV�
ZLWK�KDFNLQJ·V�URRWV���µ���6FKQHLHU��LELG���´���3XEOLVKLQJ�D�VHFXULW\�YXOQHUDELOLW\�LV�RIWHQ�D�SXEOLFLW\�SOD\��WKH�UHVHDUFKHU�LV�
ORRNLQJ�WR�JHW�KLV�RZQ�QDPH�LQ�WKH�QHZVSDSHU�E\�VXFFHVVIXOO\�EDJJLQJ�KLV�SUH\���µ��

��� $QWL6HFXULW\��,QWUR�0DQLIHVWR��LELG��3KUDFN�,QF���LELG��=HWWHU��LELG��
��� $QWL6HFXULW\��,QWUR�0DQLIHVWR��LELG��3KUDFN�,QF���LELG��=HWWHU��LELG�
��� $QWL6HFXULW\��,QWUR�0DQLIHVWR��LELG���6FKQHLHU��LELG���´���+DQGLQJ�DWWDFN�WRROV�WR�FOXHOHVV�WHHQDJHUV�LV�SDUW�RI�WKH�

SUREOHP���µ���3KUDFN�,QF���LELG�
��� &KULV�(YDQV��(ULF�*URVVH��1HHO�0HKWD��0DWW�0RRUH��7DYLV�2UPDQG\��-XOLHQ�7LQQHV��0LFKHO�=DOHZVNL��*RRJOH�6HFXULW\�

7HDP���´5HERRWLQJ�5HVSRQVLEOH�'LVFORVXUH��$�IRFXV�RQ�SURWHFWLQJ�HQG�XVHUV�µ�*RRJOH�2QOLQH�6HFXULW\�%ORJ��-XO\�����
������KWWS���JRRJOHRQOLQHVHFXULW\�EORJVSRW�FR�XN���������UHERRWLQJ�UHVSRQVLEOH�GLVFORVXUH�IRFXV�KWPO��6FKQHLHU��LELG�

��� (YDQV�HW�DO���LELG��6FKQHLHU��LELG�
��� 0LNH�0DVQLFN��´7KH�'2-·V�,QVDQH�$UJXPHQW�$JDLQVW�:HHY��+H·V�D�)HORQ�%HFDXVH�+H�%URNH�7KH�5XOHV�:H�0DGH�8S�µ�

7HFKGLUW��6HSWHPEHU�����������KWWSV���ZZZ�WHFKGLUW�FRP�DUWLFOHV����������������������GRMV�LQVDQH�DUJXPHQW�
DJDLQVW�ZHHY�KHV�IHORQ�EHFDXVH�KH�EURNH�UXOHV�ZH�PDGH�XS�VKWPO��6FKQHLHU��LELG���GLVFXVVLQJ�FRQWURYHUV\�RYHU�1LHOV�
)HUJXVRQ·V�/LQX[�YXOQHUDELOLW\�GLVFRYHU\�DQG�WKH�'0&$��

��� -RQDWKDQ�=LWWUDLQ��´)DFHERRN�&RXOG�'HFLGH�DQ�(OHFWLRQ�:LWKRXW�$Q\RQH�(YHU�)LQGLQJ�2XW�µ�7KH�1HZ�5HSXEOLF��-XO\�
���������KWWS���ZZZ�QHZUHSXEOLF�FRP�DUWLFOH��������LQIRUPDWLRQ�ÀGXFLDU\�VROXWLRQ�IDFHERRN�GLJLWDO�JHUU\PDQGHULQJ�
�VSHDNLQJ�RI�QHZ�ODZV�LPSRVHG�RQ�LQWHUPHGLDULHV�OLNH�)DFHERRN�IRU�WKHLU�LQWHUQDO�VWXGLHV�DV�´LOO�DGYLVHGµ���5RELQVRQ�
0H\HU��´)DFHERRN·V�0RRG�0DQLSXODWLRQ�([SHULPHQW�0LJKW�+DYH�%HHQ�,OOHJDO�µ�7KH�$WODQWLF��6HSWHPEHU�����������KWWS���
ZZZ�WKHDWODQWLF�FRP�WHFKQRORJ\�DUFKLYH���������IDFHERRNV�PRRG�PDQLSXODWLRQ�H[SHULPHQW�PLJKW�EH�LOOHJDO����������
0LNH�0DVQLFN��´/DZ�3URIHVVRU�&ODLPV�$Q\�,QWHUQHW�&RPSDQ\�¶5HVHDUFK·�2Q�8VHUV�:LWKRXW�5HYLHZ�%RDUG�$SSURYDO�,V�
,OOHJDO�µ�7HFKGLUW��6HSWHPEHU�����������KWWSV���ZZZ�WHFKGLUW�FRP�DUWLFOHV����������������������ODZ�SURIHVVRU�
claims-any-internet-company-research-users-without-review-board-approval-is-illegal.shtml.

��� 0LFKDHO�%HUQVWHLQ��´7KH�'HVWUXFWLYH�6LOHQFH�RI�6RFLDO�&RPSXWLQJ�5HVHDUFKHUV�µ�0HGLXP��-XO\�����������KWWSV���
PHGLXP�FRP�#PVEHUQVW�WKH�GHVWUXFWLYH�VLOHQFH�RI�VRFLDO�FRPSXWLQJ�UHVHDUFKHUV�����FGII�����/RUHQ]R�)UDQFHVFKL�
%LFFKLHUDL��´)DFHERRN�3OD\LQJ�<RXU�)HHOLQJV�,V�/HJDO�%XW�¶&UHHS\·�6D\�/DZ�([SHUWV�µ�0DVKDEOH��-XO\����������PDVKDEOH�
FRP������������IDFHERRN�HPRWLRQV�VWXG\�OHJDO��
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